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PREVENTION OF ADOLESCENT RISK BEHAVIOR,
CYBERBULLYING AND VARIOUS FORMS
OF VIOLENCE AGAINST THEM THROUGH
THE USE OF MODERN INTERNET TECHNOLOGIES

ITpodirakTHKM PU3UKOBOI IIOBEATHKM ITIAAITKIB,
Ki0epOyAiHTY Ta pi3HMX POPM HACUAAS IO BIAHOIIIEHHIO
AO HUX Yepe3 3aCTOCYBAHHSI CYYACHUX ITHTEPHET-TeXHOAOTIN

Abstract

Given the continued increase in the prevalence
and «dependence» of modern society on various
gadgets and messengers (especially among the
younger generation ), it is possible in this direction
to find unrealized opportunities to influence
the adolescent cohort of the population effective
mechanisms for preventing risky behavior and
various manifestations of cyberbullying facts of
various violence.

Purpose of the study. To explore the possibilities
of prevention of risky behavior of adolescents,
cyberbullying and various forms of violence
against them through the use of modern Internet
technologies

Materials and methods. In order to achieve
thegoalofthestudy,we developed a questionnaire
and conducted a social survey, which included
283 students of vocational schools, whose average
agewas from 15 to 17 years. In accordance with the
set tasks and to achieve the goal of the research, we
used a set of general scientific and special methods,
interrelated and consistently applied during
the research: system analysis, biblio-semantic,
statistical, correlation.

Results and discussion. A cross-sectional
sociological survey was conducted in a case-control
typewith multi-stage randomization of respondents’
choice. A total of 283 vocational school students
aged 15 to 17 were questioned. The teenagers
were added to the orbis_zp blog on Instagram,
where they were offered a survey. Questionnaires
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Pesrome

3 022140y Ha He6NUHHEe 3POCMAHHAL NOULUPEeHOCmi
ma «3aJeirHoCmi» cy4acHozo cycninibcmaea 6i0 pis-
HOMAHIMHUX 2a0xiemie ma mecendxepise (0coOAUB0
ceped Mo0.100020 NOKOJNIHHA), 60A4AEMbCA MOHCAU-
8UM came 8 YbOMY HANPAMKY 6i0Haillmu Hepeaai3o-
BAHI MONCAUBOCMI 6NAUBY HA NiONIMK0O8Y KOZOpMY
HacCeleHHs ePeKmueHni Mexani3mu npoPLiaKmurKu
Ppu3uKro6o0i nosedinKu, pi3HUX Npoa6ie KibepOyriney i
8 UlIOMY PAKMI6 PI3HOMAHIMHO020 HACULbCINEA.

Mema Odocnidmennsa. Busuenns moxcaueoc-
meil npo@iraKmuKu pu3uKo60i no6ediHKu nidaim-
Kie, kibepOy.iney ma Pi3HUX GOPpM HACULLA NO 6i0-
HOUleHHI0 00 HUX Yepe3 3aCMOCY6AHHSA CYLACHUX
IHmepHem-mexHonoziil.

Mamepianu ma memodu. [[nsa 0ocAzHeHHA
memu O0ocailxicenHa HaMu O0Yyaa po3poOreHa aHKe-
ma ma npoeedeHo coyianbHe ONUMYBAHHA, 6 AKe
éKai0ueHo 283 yuHie npogeciiiHo-mexHIiYHUX 3a-
Kaadis, cepedniil ik axux 0ye 6i0 15 0o 17 pokis.
Bidnogidno 0o nocmaénenux 3adaw ma 0nrs docse-
HeHHA mMemu O00CAi0HeHHA SUKOPUCMAHO KOMN-
JleKC 3a2aJbHOHAYKO8UX i cneuialbHux memoolis,
83AEMON06’A3AHUX MA NOCAIO06HO 3ACMOCOBAHUX
Y x00i 0ocaifxiceHHs: cucmemMHull ananis, 6ibaioce-
MAHRMUYHUL, CMAMUCMUYHUL, KOPEAAULUHUL.

Pesynvmamu docnidncenna ma ix 062060peHHA.
Couionoziune nepexpecrne 0ocnidxcernHs 6YJ0 npo-
6e0eHo 3a munom «6unadok-KOHmMpoJav» 3 6aza-
moemanhow pandomizayicro 6uOOPY pecnoHdeHmis.
Byno npoankemosaro 283 yunie npogeciiiHo-mex-
HivHux 3axaadie y eiyi 6id 15 0o 17 poxis. I1i0-
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include questions that elucidate respondents’
encouragement to social groups promoting a variety
of risk-taking and suicide quest games; facts of
committing cyberbullying to other peers; facts of
physical, psychological and sexual violence against
adolescents and the level of knowledge of rights and
guarantees for protection against violence.

In order to prevent the intensification of the
negative impact of Internet resources, we have
developed and registered an online blog in the
Instagram application, the purpose of which is
a control and preventive function to reduce the
negative impact of the Internet on adolescents’
awareness of the spread of risky behavior,
cyberbullying and different types of violence. The
online blog hosted a month-long training marathon
onrecognizing cyberbullying,identifying the spread
of risky behavior and the facts of psychological,
physical and sexual abuse against adolescents. The
following Internet technologies have been used to
prevent the spread and correction of the effects of
the foregoing:information explanatory publications
(posts) on the Internet blog page, lectures through
live broadcast on the orbis_zp blog, communication
with adolescents through personal messages and
consultation with a psychologist. After completing
the online marathon, a second questionnaire was
conducted regarding the effectiveness of this type
of educational work.

Conclusion. 1. The effectiveness of the use
of Internet technologies for the prevention of
teenage risk behavior, cyberbullying and various
forms of violence has been established. Reduced
cyberbullying and hatred on the internet by
37,09% (from 67,49% to 30,04%; y* = 79,4;
p < 0,001) and 47% (from 81,63% to 34,63%;
x? = 128,4; p < 0,001), respectively; as well as
cyberbullying cases — a decrease of 55,47%
(from 66,78% to 11,31%; y*=182,9 < 0,001 ).

2. There has been an increase in adolescents’
awareness of the recognition and counteraction
to various forms of violence against them (from
25,95% to 89,75%; 2 = 237,2; p < 0,001 ).

Keywords: Adolescents, risk behavior, prevention,
Internet technologies.

aimkie donyyunu 0o inmeprnem-6702y «orbis_zp»
Ha naamopmi «Instagram», 0e 3anpononysanu
npoiimu ankemysanhna. Jlo numanv aHKemyeaHHa
B8KJAI04EeHO0 MAaKi, w0 3’Aco8Y10Msb GaKmu 3a0X04eHH
pecnondenmis 00 COuialbHUX ZpYn, UL0 nponazyromy
PIi3HOMAHIMHI K8ecm-izpu 3 PU3UK0B0H N0B8EJiHKOW0
ma Kyabmom camozybcmea,; paxmu 64uHeR A Kibep-
6yainzy 0o inwux odHoAimKig; pakmu Qizuunozo,
NCUXO0/02IUH020 1L CeKCYALbHOZ0 HACULLL NO 8i0HO-
ULeHHI0 00 nidaimkia il pieHi 3aC80€HHS 3HAHD UL000
npae ma zapanmiii Ha 3axucm 6i0 HaACUJLILA.

Has 30ilicnenns npogiraxkmuku 3 Hedonyujeu-
HsA NOCUJeHHS He2AaMmu6H020 6NJUBY IHMmepHem-
pecypcie namu 0Yyso po3poOseHo i 3apeeccmposano
inmepHem-6a02 6 dodamky «Instagramy», memor
AK020 CMAJLA KOHMPOJLbHO-NPOPIAAKMULHA QYHK-
yis w000 3MeHULeHH Hezamu68H0z0 8NJAUBY iHmep-
Hem-mepedxci Ha nidcgidomicmv nidaimkie w000
NOWUPeHHs PU3UK080i nogediHKU, Npossia Kibep-
6yniney ma pizHux éudie Hacusibcme. B inmeprnem-
61030 0YJ10 NPOBEOCHO MiCAYHUIL MPEHIH2-MAPAPOH
no po3ni3HasanHio KibepOyainzy, 6CMAHOBJEHHIO
NOWUPeHHs PU3UK080i nosediHKu ma paxkmis ncu-
X0JL02I4H020, PI3ULH020 MA CEKCYANbHO20 HACUJLLL
8i0HOCHO nidaimkis. [[as npoginiaxkmurKu nouupen-
Hs ma KopeKkuil HacaiOKi8 uu,e3a3HaieH020 0yau
3a0iani maki inmepHem-mexHoa0zii: iHgopmauiilHi
po3’acrnioeanvHi nyonikayii (nocmu) Ha cmopin-
ui inmepHem-6102y, JLeKyil Yepe3 Npami Mparcis-
yis 6 inmepHem-64103i «orbis_zp», KoOMYHiKayis
3 nidaimkamu uepes ocobucmi nogi0oOMJIeHHs ma
KOHcyavmauii 3 ncuxonozom. Ilicaa 3aKiHueHHA
inmepHem-mapagony 6yso nposedeHo NOBMOpPHE
ankemyeanns u,000 epexmusrocmi 0anozo eudy
npoceimHuubKoi pobomu.

Bucnoeérxu. 1. BcmaHnognena egpexmueHnicmob
3acmocy8anHs iHmMepHem-mexHoA0zilk  u,000
Mmoxcaugocmeil npogpinakmurxu nidaimrxosol pu-
3uK060i nogediHku, KibepOyaiHnzy ma pi3HUX
@opm Hacuans. 3meHWeHO Gaxmu Kibep-iop-
CMOoK020 N0B00YHCeHHA Ma HeHABUCMI 8 iHmepHemi
ceped onumanux no gi0Houwlernnio do cebe na 37,09%
(367,49% 00 30,04%; y* = 79,4; p < 0,001 ) i na 47%
(610 81,63% i 0o 34,63%; y*=128,4; p < 0,001 ) 6i0-
nogidHo; a makoxi 6unadku Kibep-1#opcmoKozo nogo-
0JCeHH s 3 IHUWUMU 0CO0aMU — 3MeHUeRHA Ha 55,47%
(366,78% 00 11,31%; y*=182,9 <0,001 ).

2. 3pocaia 06i3HaHicmb nidNimKie npo 6U3HAHHA
ma npomudir pi3HUM GOpMAM HACULLCMBA UL000
Hux (3 25,95% 00 89,75%; y* = 237,2; p < 0,001 ).

Knrouosi cnosa: nidiimru, pusukosa nosedinka,
npoginaxkmukxa, iHmepHem-mexHon0zil.

INTRODUCTION

The era of digitalization, which has become an
obvious phenomenon in modern times, has covered
all spheres of public relations, including such
specific fields as social medicine and the health

sectorasawhole.In view of the steadyincreasein the
prevalence and «dependence» of modern society on
various gadgets and messengers (especially among
the young generation), when most of their time,
most people «spend» on the Internet, «covering»
almost all their lives on the pages of various
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messengers and getting acquainted with the lives
of others, «taking over» in some way other people’s
behavioral patterns and role social orientations;
it is considered possible in this direction to find
hidden unrealized opportunities to influence the
adolescent cohort of the population and to introduce
effective mechanisms for prevention of risk
behavior, various manifestations of cyberbullying
and in general the facts of various abuse [1-5].

Against thisbackground, it is noted that a variety
of Internet resources and messengers (Instagram,
Facebook, Viber, Telegram, YouTube etc) play a
globally important role in formation of worldview
and influence of particular types of behavior that
pose a significant risk to the studied category,
which emphasizes the need to find methods of
social and psychological control and prevention of
potential encouragement to risk, asocial, delinquent
and other «negative» deviant behavior [6—10].

In our view, achieving positive results in the
field of prevention of risk behavior, cyberbullying
and various types of adolescent abuses through
Internet technologies communication can be
achieved through the modeling of appropriate
safe behavior in an Internet environment, which is
extrapolated to the awareness of existing dangers
in the social environment and behavior [11-15].

PURPOSE OF THE STUDY

The possibilities of prevention of risk behaviour
of adolescents, cyberbullying and various forms
of abuse against them through the use of modern
Internet technology are studding

MATERIALS AND METHODS

In order to achieve the purpose of the study, we
developed a questionnaire and conducted a social
survey, which included 283 students of vocational
schools, the average age of whom was from 15 to
17 years. In accordance with the set objectives and
to achieve the purpose of the research, we used
a set of general scientific and special methods,
interrelated and consistently applied during
the research: system analysis, biblio-semantic,
statistical, and correlation.

RESULTS AND DISCUSSION

A cross-sectional sociological survey was
conducted by a «case-control» type with multi-stage
randomization of respondents’ choice 283 students of
vocational schools aged 15 to 17 were questioned
(150 persons (53%) male and 133 (47%) —
female, including at the age of 15 — 183 (64,7%)
adolescents; 16 — 65 (23%) and 17 — 35 (12,4%).
The adolescents were added to the «orbis zp»
Internetblog on «Instagram», where they were
offered a survey.

6

Questionnaires include questions finding out
about the respondents’ encouragement to social
groups that promote a variety of quest games with
risk behavior and the cult of suicide; the facts of
committing cyberbullying to other peers; the facts
of physical, psychological and sexual abuse against
adolescents and the levels of knowledge of rights
and guarantees for protection against abuse.

The Internet blog contained videos of
adolescents’ awareness of their rights and
guarantees; as well as preventing cyberbullying,
risk behavior and various types of abuse against
adolescents.

In order to prevent the intensification of the
negative impact of Internet resources, we have
developed and registered an Internet blog in the
«Instagram» application, the purpose of which is
a control and preventive function to reduce the
negative impact of the Internet on adolescents’
awareness of the spread of risk behavior,
cyberbullying and different types of abuse.

A series of videos were presented consistently
on the Internet blog by the following units:
awareness of adolescents about their rights and
guarantees; the use by adolescents of their rights
and guarantees to prevent and counteract various
forms of abuses; overcoming the negative impact
of Internet mechanisms related to risks to life and
health, cyberbullying and abuses.

The Internet blog posted Internet open source
photos showing traumatized adolescents falling out
of house windows and falling from trees and power
poles while trying to take selfie photos or «stand
out» from peers by imitating other manifestations
of risk behavior.

Also, we posted short by the contents comments
from classmates in which they sadly remembered
their friends who had been killed while taking
pictures and risk activities on the rail and subway.
There were short videos about the punishments of
persons who committed various acts of abuse and
bullying manifestations in relation to others.

The Internet blog hosted a month-long
training marathon on cyberbullying recognition,
establishmentofthe spread of risk behavior, and
factsof psychological, physical and sexual abuse
of adolescents.

The following Internet technologies have
been used to prevent the spread and correction of
the consequences of the foregoing: information
explanatory publications (posts) on the Internet
blog page, lectures through live broadcast on
the «orbis zp» Internet blog, communication
with adolescents through personal messages and
consultation with a psychologist.

After completing the Internet marathon, a survey
was conducted on the effectiveness of this type
of educational work.

At the end of the Internet marathon, an
appropriate survey was conducted and it was



ISSN 2072-9367. CYUACHI MEQUYHI TEXHOJIOTII, N\e 2, 2020

determined that the first block of the Internet blog
was visited by 185 adolescents, or 65,40% ; and the

second block — by 190 students, which is 67,10%
according to the results of survey (table 1).

Table 1

Frequency of visits to individual blocks of Internet blogs among adolescent respondents

Number of respondents who viewed Internet blogs

Information content of Internet blogs (n = 283)
Abs. %
Adolescents’ awareness of their rights and guarantees 185 65,40
Preventing and countering various types of abuses 190 67,10

The main purpose of using these Internet blogs
was to increase the legal education of adolescents
regarding their rights and guarantees against
physical and psychological abuse.In order to find
out the level of assimilation and the possibility of
counteracting the various types of abuse, adolescents
were surveyed according to specific groups of
questions after browsing the Internet blogs.

When asked whether it is clear what laws
prohibit the use of abuse and physical punishment to

children and adolescents 124 (43,8% ) persons of the
total number of respondents outof 283 respondents
confirmed the facts that they were aware of such
a prohibitionagainst them.

Among the surveyed respondents (124 persons),
75 (60,5% ) adolescents said that they should be
protected first by law enforcement agencies;
27 (21,8%) persons — by social protection bodies;
and 22 (17,7%) students indicated that by the
family (table 2).

Table 2

Digestion of knowledge of rights and guarantees for protection against physical abuse among
adolescent respondents

Institutions for protection against Number of respondents who viewed Internet blogs (n = 124)
physical abuse of adolescents Abs %
Law enforcement agencies 75 60,5
Social protection bodies 27 21,8
Family 22 17,7

The dynamics of raising the legal awareness
of the interviewed adolescents, especially in the
context of the role of law enforcement agencies,
which are the primary response bodies and which
ensure that they are brought to appropriate
responsibility, proved tobelegitimate. The Internet
blogs we have used have clearly demonstrated
the protocols of various interrogations and court
rulings on physical abuse against adolescents,
which has created a strong conviction in the latter
of the highest functional efficiency of the law
enforcement system in this area.

When asked what to do if the facts of
psychological humiliation were found, 62,9% of
persons answered that they knew the procedure
for their actions (11,3% higher than the previous
questionnaire indicator).

When asked by the questionnaire which
institution is most important in protecting
adolescents from psychological humiliation,
45 (25,3%) respondents out of 178 identified
a family; 29 (16,3% ) — teachers; 58 (32,6%) —
law-enforcement agencies and 46 (25,8% ) named
social services (table 3).

Table3

Acquiring know ledge about theright sandguarantees for protection again st psychologica
labuseamon gadolescent respondents

Number of respondents who viewed Internet blogs
Institutions for protection against (n=178)
psychological abuse of adolescents
Abs. %

Parents 45 25,30
Teachers 29 16,30
Law enforcement agencies 58 32,60
Social services 46 25,80
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In our view, a significant increase of indicators
in adolescents’ awareness of their rights and
quarantees against various types of abuses has been
facilitated by video materials of the Internet blog on
counteracting cyberbullying in different countries
and demonstrating the facts of prosecution of
adolescents and older persons for psychological
abuse. In this context, it should be noted that the
proportion of the role of lawenforcement agencies
has increased compared to other institutions,
especially those as teachers who have been least
trusted by respondents when seeking protection.

In our opinion, the reason for this is the
impression of the video material posting in
the Internet blog about the responsibility for
cyberbullying.

Particularly noticeable was the result in raising
awareness of the need to counteract external
and internal «encouragements» in the direction
of risk behavior and various manifestations of

cyberbullying and the convenience of influencing
adolescent consciousness through Internet blogs.

Thus, after reviewing the relevant Internet
blogs, the respondents noted the convenience of
this form of preventive work on the «orbis_zp»
Instagram platform in 256 (90,46% ) cases.

At the same time, among all respondents, only
34 (12,01%) adolescentsout of all (283 persons)
persons answered positively (a decrease of 56,19%)
the questions about the facts of effectiveness of
their provocation to involve groups promoting
various Internet technology that are related to
risk behavior, cyberbullying and abuse. Among
them: provoking calls for risk behavior -
in 16 (47,06% ) adolescents (decrease of 24,74%);
addictive behavior — 9 (26,47% ) persons (decrease
of 19,79%); call to join the groups with the cult
of suicide — 6 (17,65%) adolescents (decrease of
8,83%) and cyberbullying — 3 (8,82%) persons
(decrease of 2,83%) (table 4, figure 1).

Table 4

Internet technology promotion effectiveness cases related to risk behavior,
cyberbullying and abuse among adolescent respondents after the Internet marathon

Internet technology related to risk

Internet technology promotion objects

(n = 34)
behavior, cyberbullying and abuse
Abs. %
Risk behavior 47,06
Addictive behavior 26,47
Groups with the cult of suicide 17,65
Cyberbullying 8,82

risk bchavior

cyberbullyving

the cult of suicide

addicitive behavior

0,00

500 10,00 1500 20,00 2500 30,00 3500 40,00 4500 50,00

Figurel. Structural characteristics of the effectiveness of provoking of Internet technologyrelated to risk behavior,
cyberbullying, and abuse among adolescent respondents after the Internet marathon (%)

In addition, after a month-long Internet
marathon, we have identified a decrease of the
facts of cyberbullying among adolescents against
other persons.

There was a decrease in such factsamong all
respondents (283 persons) out of 189 (66,78%) to
32 (11,31%) respondents (decrease of 55,47%).

8

There was also a decrease in the facts
of wunpleasant cyberbullying and hatering
experiences on the Internet among those polled in
relation to themselves by 37,09% (from 67,49%
and to 30,04%; y2 = 79,4; p < 0,001) and by 47%
(from 81,63% and to 34,63% ; y*=128,4; p <0,001)
respectively; as well as cases of cyberbullying to
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other persons —adecrease of 55,47% (from 66,78%
t011,31%; y*=182,9; p < 0,001).

At the same time, after viewing the relevant
Internet blogs, there was a significant increase in
the awareness of adolescents as a whole about their

possession of comprehensive information about
recognition and counteraction to various types of
violence against them (254 (89,75% ) respondents
answered positively) by 63,95% (from 25,95% and
t0 89,75% ; y* = 237,2; p < 0,001), (table 5).

Table 5
The effectiveness of Internet blogs among adolescent respondents
after a month-long Internet marathon
Internet blog effectiveness
Internet technoloy and information Before review After review n =283
support
Abs. % Abs. %

. . x2=179,4;
Cyberbullying against respondents 191 67,49 85 30,04 >
p <0,001
. 2 =128,4;
£ 231 1, 4, x 45
ating 3 81,63 98 34,63 b < 0,001
. . x> =182,9;
Cyberbullying against other persons 189 66,78 32 11,31 o
p<0,001
- - - o 2 -
Possession of 1r.1format‘10n on recognition 73 25,80 254 89,75 x2=237,2;
and counteraction to violence p <0,001

Thus, summarizing the above, it should be
noted that the use of the Internet blog as a tool to
prevent risk behavior, various manifestations of
cyberbullying and in general the facts of the various
violence among the adolescent contingent should
be considered effective in view of the following:
first, adolescents in a relatively
straightforward way (access to the «Instagram»
resource) received the necessary information
regarding awareness of their rights and guarantees
and their use to prevent and counter various forms
of violence and «encouragement» to various
manifestations of risk and suicidal behavior on the
Internet;

— second, adolescents have learned to identify
law enforcement and social institutions as a tool
to protect against violence against them and to
prevent deviant and risk behavior in general;

— third, the results of the use of the Internet
blogs have shown a change in adolescents’ legal

awareness and their legal behavior as a whole, which
has created favorable foundations for generating
positive social behavior in general.

CONCLUSIONS

1. The effectiveness of the use of Internet
technologies for the prevention of teenage risk
behavior, cyberbullying and various forms
of violence has been established. Reduced
cyberbullying and hatred on the internet by
37,09% (from 67,49% to 30,04%; x* 79,4;
p < 0,001) and 47% (from 81,63% to 34,63%;
x? = 128,4; p < 0,001), respectively; as well as
cyberbullying cases — a decrease of 55,47%
(from 66,78% to 11,31%; y*=182,9; p <0,001).

2. There has been an increase in adolescents’
awareness of therecognition and counteraction
to various forms of violence against them
(from 25,95% to0 89,75% ; y*= 237,2; p <0,001).
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